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Executive Summary

This study on datagrams considered as a possible data
transmission service provided by public data networks has been carried
out by G.V. Bochmann and P. Goyer of Université de Montr#al under con-

tract for the Department of Communications, Ottawa.

The advent of packet-switched data communication networks has
brought up the question of what kind of data transmission service should
be provided by public packet-switched data networks. There seems to
be two basic alternatives: the datazram service and the virtual cir-
cuit service. With the CCITT Recommendation X.25, the carriers have
recently chosen virtual circuits as the first service to be provided
by public packet-switched data networks. Whether the datagram service
will be provided in the future is an open question. The purpose of
this study is to take up this question, and review and analyse the
implications of a datagram service on data communication and processing
systems, which implies carriers, computer and terminal manufacturers,

and users.

The main objective of the study is to present a comprehensive
view of the implications of a datagram service, and the report is

divided inte the following parts:

- An overview of the history of packet switching and the development

of the datagram concept.



- An overview of communication systems architecture identifying
the role a datagram service would play within the logical struc-

ture of a distributed data processing system.

- A comparison between datagrams and virtual circuits, including
such points as field of application, efficiency as a transmission

service, interworking of networks, flow control and charging.

- A comparative study of the current proposals for extending X.25
in order to incorporate a datagram facility and/or a "fast select"

facility,

The major findings of this state-of-art study can be sum-

marized as follows with supporting details given in the report.

1) As a transmission service, datagrams have a definite advantage over
virtual circuits, being simpler to realize, more flexible and within

an appropriate systems architecture can be used for obtaining reliable

commumications.

2) Work and experience is needed to better understand the suitability
of virtual circuit and datagram services for different types of

applications.

3) For the interworking of several packet-switched networks, datagrams

present several advantages over virtual circuits.

4) An integrated, international billing scheme invelving carriers
and data processing service organizations could be implemented more

easily with the virtual circuit service than with datagrams.



>) The problems of flow and congestion control in a network providing

a datagram service can be resolved.

6) The different proposals for datagram facility show agreement on

the basic functions to be provided and similarity in the protocols.

7) The "fast select" facility is an interesting extension of X.25, but

is not an alternative to datagrams.

1. Introduction

This report covers the subject of datagrams in a public
data transmission environment. As defined by one of its main proponents
[1] "a datagram is a packet of information which is carried to its
destination without references to any other packet, nor prior setting

of a data path",

Many computer networks are based on a packet-switched data-
gram transmission facility and in some cases this facility is the basic
service offered to the subscriber. However, the data commmication
carriers have decided, as expressed by th CCITT Recommendation X.25,
to provide a packet-switched virtual circuit facility. The virtual
circuit service is relatively similar to the service of real circuits,
except that charges are calculated by the number of transmitted packets
and not by connect time. Because present data processing systems usually
use real circuits for their data communication needs, it seems that these
systems can be more easily adapted to a virtwal cireuit data transmission
service than to a datagram service, However, the use of a datagram ser-

vice has several advantages as explained in this report.



Our main objective is to present a comprehensive view of
the implications of a datagram service on data commumication and
processing systems, which implies carriers, computer and terminal
manufacturers, and users, The report is divided into the following

sections,

Sectien 2: An overview of the history of packet switching and the

development of the datagram concept.

Section 3: An overview on commmication systems architecture identi-
fying the role a datagram service would play within the

logical structure of a distributed data processing system.

Section 4: A comparison between datagrams and virtual circuits, inclu-
ding such points as field of application, efficiency as a
transmission service, interworking of networks, flow control

and charging.

Section 5: A comparative study of the current proposals for extending
X.25 in order to incorporate a datagram facility and/or a

"fast select" facility.

Several public packet-switched data networks are now being
built providing eonly virtual circuits [2 ] . The discussion is far
from closed whether virtual circuits are the ultimate transmission
service for computer commmnications. Apart from considerations of com-
mmications systems architecture favouring datagrams, it is generally
admitted that datagrams might be more efficient than virtual circuits

for certain classes of applications.



The reader will find in Section 7 a list of points that

require further study and that were beyond the scope of this report.

2. History of Packet Switching

Since this report deals with datagrams and virtual circuits,
it is worth to recall how these two concepts have emerged in the com-

munications community during the early seventies,

The history of packet-switching begins with the advent of
"computer networks' and more specifically with the implementation of
the ARPA network, started in 1967 and working since 69. In such a
network, the host computers as well as terminals exchange "messages"
through an underlying communication subnetwork. The subnetwork is
based on packet switching, i.e. packets having a2 fixed maximum length
are adaptively routed through a network of nodes and transmission links,
Thus for sending a message to a destination host, a host would send the
message to its local node which in turn would fragment it into packets
and send these packets (possibly through different routes) to the
destination node. The latter would reassemble the packets into a
message and then transmit it to the destination host. MNaturally, there
is in addition a host to host protocol to control the transfer of mes-

sages.

The later CYCLADES network (1972) is particularly interesting
in the fact that its commmication subnetwork (CIGALE) accepts only
packets and does not guarantee the delivery, nor the order in which

the packets would be received. Such a subnetwork is easier to build



because the data transmission service provided is less sophisticated,

This approach is viable because the computers and terminal controllers
connected to the subnetwork implement an end-to-end protocol which .
builds up a reliable data communication facility on top of the primitive
transmission service provided by the subnetwork. This architecture pro-
vides the possibility that a host is connected to several different nodes
of the subnetwork, which increases the commumication religbility. The
experience with CYCLADES led to the proposal that public data networks
should provide a socalled "datagram" service similar to the service pro-
vided by the subnetwork of CYCLADES, and the adoption of this datagram

service, together with the service of virtual circuits, as a user faci-

lity for public packet-switched data networks [3 ]

As new applications grew (time sharing services, remote job
entry and file transfer, etc.) more experience was acquired and it
became evident that protocols and interfaces were to be studied more
carefully in order to eliminate functional redundancy, master flow
control and, if possible, define standards before too many incompatible
systems would be developed. The telecommmications carriers were parti-
cularly active in the CCITT to develop an agreement on a standard net-
work interface providing a relisble commmication function based on

packet switching.

In Canada the Trans-Canada Telephone System, in the prelimi-

nary propesal for Datapac [17 ] (1974), ﬁresented a datagram service



and defined a standard network access protocol to interface with
such a service. They also suggested a standard end-to-end protocol
to be used by the subscriber for taking care of packet sequencing and

end-to-end flow control.

In order to provide a more secure and relizble service, inclu-
ding packet sequencing (necessary in many applications) the carrier
decided to include some functions of the end-to-end protocol into the
service offered by their networks. The discussions in the CCITT
resulted in Recommendation X.25 describing a data transmission service
of "virtual circuits'", It is interesting to note that for many existing
or planned networks virtual circuits are built over an internal datagram

facility which is not accessible to the subscriber [2 ]

During the Special Rapporteurs' Meeting on Packet Mode Swit-
ching held by Study Group VII of CCITT in November 1976 the issue of
the datagram service was discussed again, No carrier indicated immediate
plans for providing a datagram service, but "it was recognized that imple-
mentation of the datagram facility in one or more experimental packet-
switched networks will provide a valuable contribution to the work of

the Study Group VII'" [4 ]

It is important to note that several carriers have remained
sceptical about the future economic viability of packet-switching in

general, in view of the new data switching technology of 1980's [2 ] .



3. Communication Systems Architecture

We give in this section an overview of the principles of
commmication systems architecture as a background for the discussion
of the datagram service. The datagram service, by itself, is not very
useful; it becomes an interesting facility in the context of an overall
commmication systems architecture. In fact, this architecture plays
an important part within the normalization process of data commmica-
tions. Therefore work on this subject has been started in the Data
Commumnications subcommittee (SC6) of ISO/TC 97 [5 ] and recently, a new
subcommittee on Systems Architecture (SC 16) has been formed. The fol-

lowing discussion is partly based on these international developments.

3.1 General overview

The architectural model which is used for describing commu-
nication systems is one involving several layers of protocols, where
each layer provides a certain set of characteristic fimctions. Figure
3.1 shows the overall view of two commmicating subscriber systems
where, based on some kind of end-to-end data transmission facility,

three protocol levels are distinguished:

- The transport protocol provides reliable end-to-end data transport,
including such fimctions as recovery from transmission errors and
lost packets, packet sequencing, and assembly and disassembly of
user messages into packets. (Part of these fumctions may already

be provided by the underlying transmission facility).



- The finction oriented protocol provides additional standard
functions, for example, depending on the application configuration,

access functions for interactive terminals, or file transfer

functions, ete.

- The last layer is application specific, It may consist, for example,
of the message exchange between an application program and the termi-

nal operator.

application [~~~ """ """ ""2| application
function function
oriented C—mmms s riented
protocol protocol

transport (<. end-to-end _ | transport
{  protocol protocol

data transmission facility

Figure 3.1

Each protocol layer, based on the fumctions provided by the
layer below, realizes some additional communication functions which

are finally used by the applicatioen.



Depending on the overall system configuration, the data
transmission facility can be provided by different kinds of data
transmission services; among others, we mention dedicated or switched
(real) circuits, a packet-switched datagram service, a packet-switched
service of virtual circuits, a satellite based packet broadcast system,
etc, Figures 3.3 and 3.2 show the architectural structure of the data
transmission facility in the case of (real) circuits, and packet-switched
services, respectively. In the case of packet-switched datagram or
virtual circuit services, one usually distinguishes three levels of
protocals, called network access protocols, which are necessary for pro-

viding the transmission service:

- The physical/electrical layer provides a bit sequence oriented
commumnication path between the subscriber's DTE and the network

DCE.

- The data link protocol provides reliable data transmission between

the DTE and DCE.

- The packet level protocol, via the packet-switched network (and
through several networks, in the case of inter-network commumica-

tions), provides some kind of end-to-end data transmission facility*.

* A problem of Recommendation X.25 is the fact that it specifies
mainly conventions for the commmication between the DTE and the
local DCE. However, the subscriber protocols rely on the end-to-end
properties of the transmission service which are not fully specified
in the recommendation. The subscriber has to rely on assumptions

and assurances of the carriers,
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The difference between the datagram and virtual circuit services

resides in the packet level protocols.

of end-to-end transmission facilities.

They provide different kinds

It is important to note that the details of the end-to-end

transport protocol depend on the facilities and reliability needed by

the application and on the commmication functions already provided by
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the (lower level) transmission facility. For example, the transmission
error recovery procedures inherent in a packet-switched data network
would normally reduce the frequency of transmission errors to a level
which is acceptable to the application. Therefore the transport pro-
tocol needs not provide any additional transmission error recovery, in
this case. Similarly, the functions to be realized by the transport
protocol would be different depending on whether the umderlying trans-
mission service provides datagrams or virtual circuits, as explained

in the following section.

3.2 The datagram transmission service

A datagram transmission service can be characterized by the

following properties:

(a) Each datagram contains a source and destination address, and a
user data field with varying size, but always shorter than a

maximum field length,

(b) The datagrams submitted to the network are transmitted to the

destination DTEs independently of one another.

(c) Transmission errors are negligeable, but occasionally, datagrams

may be lost by the network.

(d) The sequencing of datagrams sent consecutively by a given source

DTE to the same destination DTE is not guaranteed by the network.
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For comparing the datagram service with virtual circuits,
we give in the following a short characterization of the virtual
circuits provided by carriers according to Recommendation X.25. Before
exchanging data, a virtual circuit must be established between two DTEs.
For this purpose, call establishing (and clearing) packets, together
with call information and call progress signals, are exchanged between
the DTEs and the respective DCEs, A given DTE may establish several
virtual circuits at the same time., Once a virtual circuit is esta-
blished, data transmission is performed by packets. The network pro-
vides transmission error recovery and packet sequencing. Packets are
not lost, unless the virtual circuit is "reset'", in which case an inde-
finite number of data packets are lost. At rare occasions, for example

in the case of congestion, the network may reset a virtual circuit.

It is clear that the datagram service is less sophisticated
than the virtual circuit service. But it is also simpler, and there-
fore easier to provide and (possibly) less expensive. The different
characteristics of the transmission services have important implica-
tions on the architectural structure of the overall system. The trans-
port protocol, implemented by the subscriber on top of the network
access transmission protocol, depending on the functions provided by
the latter, may or may not perform certain communication fumctions,

as outlined in the following.



(1) When the application needs sequential transmission of longer
messages, the transport protocol has to perform message assembly
and disassembly. The packet sequencing function has to be per-
formed by the transport protocol in the case that the datagram

service is used, nmot in the case of virtual circuits.

(2) For certain aspplications, such as point of sale transactions,
the application only needs interactive transmission of short
messages, but message loss and duplication must be avoided. For
these applications a simple transport protocol performing recovery
from lost packets may be used with the datagram service. A similar
protocol is also needed on top of the virtual circuit service, since
packets may be lost due to network circuit resets. However, the se-

quencing function of the transmission service is not needed.

(3) For a number of applications, the flow control mecanism provided
by the X.25 virtual circuits (see Section 4.5.3) may not be suf-
ficient., For example X.25 does not provide such functions as ack-
nowledgments for reception, or pacing between the commumicating
DTEs. Providing these fumctions at the transport protocol level
will normally imply that the basic flow control function provided
by X.25 is duplicated at the transport level. In the case of an
underlying datagram service, there would be no duplication since
the datagram transmission service does not provide an end-to-end

flow control mecanism.
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(4) Sometimes it is argued that a subscriber does not need any
transport protocol on top of the X.25 virtual circuit service
for applications such as remote job entry, etc. However, this
is only true if the grade of service provided by the data net-
work is sufficient for the application (and we mnote that the
grade of service decreases in the case of interworking of
several networks). A critical aspect may be the frequency of
data loss due to network generated circuit resets., For appli-
cations that are sensitive to data loss (and most applications
are) it may be advantageous to use an end-to-end transport
protocol (at the level above X.25) that recovers from lost data
packets due to resets (by performing data retransmission). We
note that in this situation, there are two mechanisms for packet
loss recovery, one in the data network and one in the subscriber's.

equipment.

We can summarize this discussion by noting that the end-to-end
transport protocol of the subscriber's equipment has to provide those
end-to-end transport fumctions needed by the application that are not
or insufficiently provided by the end-to-end transmission facility
of the data network. In the case of a datagram transmission facility,
which provides less functions than the virtual circuit facility of
X.25, the transport protocol has to perform more functions. On the
other hand, the X.25 facility provides some functions that are not
always needed (see point 2 above), whereas certain other functions,

for many applications, may not be sufficient the way they are imple-
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mented in the data network. This leads to duplication of these

functions in the transport protocol.

Independently of the above discussion, general reliability
principles indicate an advantage of datagrams over virtual circuits
for use as a transmission service, especially when several networks are
involved. In the case of virtual circuits, certain end-to-end transport
finctions such as sequencing of data packets, flow, error and loss con-
trol are performed in possibly several steps, as shown in figure 3.4 .
The functions are performed for each step independently. The more steps
are involved, the higher the probability of failure. In the case where
datagrams are used, the same functions are performed end to end by the
transport protocol in the subscriber's equipment. Only one step, i.e.

end-to-end, is involved which implies higher reliability.

DTE

3 atewa i
DTE E public £ Y private
data local
E| network network
virtual circuit: step 1 virtual circuit: step 2 virtual circuit:

< ~, £ ~ < step 3 x
& M i » ¥
l, end-to-end transport protocol o
Ty ’

Figure 3.4
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3.3 Network interfaces and terminals

Up to now, CCITT has developed two important standard inter-

faces for public data networks:
- Recommendation X.21 for (real) circuits, and

- Recommendation X.25 for (packet-switched) virtual circuits.

A simple packet-switched interface for single access terminals, called
"frame mode interface", is being discussed. The frame mode interface
will provide the transmission facility of a single virtual circuit.
For providing the datagram transmission service, still another inter-
face must be defined (different propositions for such interfaces are

discussed in Section 5),

Most present-day interactive terminals are start-stop ter-
minals. They can be used with a packet-switched data network only
through an interface adapter, also called "packet assembler and dis-
assembler" or PAD. The PAD functions can be provided by subscriber's

equipment, or a network PAD service.

Intelligent terminals with a synchronous line interface could
directly use the packet-switched interfaces X,25, Frame Mode and/or
Datagram. Terminals that directly use the datagram interface have to
implement, in their micro-computer based commumication software, the net-
work access protocol for datagrams together with appropriate end-to-end
transport and terminal access protocols to be used with the other commu-

nicating DTEs. We note that such interactive terminals have already been



built for the computer network CYCLADES [6 ] . Future widespread
use of intelligent terminals will make the use of a datagram service

easier,

4. Data Transmission Services: Datagrams and Virtual Circuits

We give in this section a technical comparison of datagrams
and virtual circuits considered as data transmission facilities pro-
vided by public packet-switched data networks. This comparison does
not rely on detailed characteristies of each of these services, but
only on the general characteristics outlined in Section 3.2 . Never-
theless we refer sometimes to the CCITT Recommendation X.25 which is the

standard for the virtual circuit service of public data networks.

To put this comparison into the right perspective, it is
important to note that the objectives of the two services are not the
same. The datagram service could be characterized as a simple and
inexpensive basic packet transmission service, as expressed in [7 ] as

follows:

"It is considered that the main difference between a datagram service
and a virtual call service is that a datagram service is less complex
and should only involve a minimum of network provided fumctions. It

is considered that a datagram service should provide an extremely simple
transport mechanism upon which customers can implement their own proto-
cols at a higher level to provide any required flow control, acknowled-

gements, diagnosties, etc,"
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The objective of the carrier provided virtual circuits seems
to be the provision of reliable and sequenced data transmission between
two connected DTEs, plus multiplexing of such connections. However, as
noted in Section 3.2, it is questionable whether the subscribers can
rely on this service without using his own end-to-end transport protocol,

as he would do with a datagram service.

4.1 The packet broadcasting data transmission service

The present discussion would not be complete without mentioning
the packet broadcasting service which, with the development of the satel-
lite communication technology, will become increasingly important in the
near future. The packet broadcasting service would typically be provided
by a satellite based commmication system, in which a packet sent by a
source DTE will be broadcasted to all connected DTEs, but only those DTE
tc whom the packet is addressed will retain the information, the others

will ignore it.

It is not clear which kind of multi-DTE addressing scheme is
most appropriate to be used for a broadcasting application, such as
teleconferencing, over a packet broadcasting data transmission service.
Cne possibility would be addressing by closed user group. In the case
of a single destination DTE it would be sufficient to provide the DTE

network address.

It is clear, however, that there is sipmilarity between the
datagram service and the packet broadcasting service. The datagram

service is actually a special case of packet broadcasting where only















































































































